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DATA PROCESSING AGREEMENT - DPA
Agreement in accordance with Article 28(3) of the General Data Protection Regulation (EU) 2016/679[footnoteRef:2] [2: The General Data Protection Regulation (EU) 2016/679 stipulates that there must be a written agreement on the processing of personal data by the Processor on behalf of the Controller.] 


[bookmark: _Toc104813222]1. PARTIES, POSITIONS OF THE PARTIES, CONTACT DETAILS AND CONTACT PERSONS  

	Controller	Processor
	Swedish Agency for Accessible Media (MTM)
	[Full name of the organisation]



	Corporate ID No.
	Corporate ID No.

	202100-3591
	[Corporate ID No. of the organisation]

	Mailing address
	Mailing address

	Box 51, 201 20 Malmö (MTM), Sweden
	[Mailing address of the organisation]



	Contact person for the administration of this Data Processing Agreement  
	Contact person for the administration of this Data Processing Agreement

	Name: Register administrator
E-mail: register@mtm.se
Tel: +46 (0)40 653 27 00

	Name: [Contact person’s Name(s) and Surname(s)]

E-mail: [Contact person’s e-mail address]

Tel: [Contact person’s telephone No.]



	Contact person for cooperation between the parties about data protection 
	Contact person for cooperation between the parties about data protection

	Name: Data protection officer
E-mail: dataskyddsombud@mtm.se
Tel: +46 (0)40 653 27 00

	Name: [Contact person’s Name(s) and Surname(s)]

E-mail: [Contact person’s e-mail address]

Tel: [Contact person’s telephone No.]
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In addition to the terms defined in the running text of this Data Processing Agreement, the following terms, whether in singular or plural, with definite or indefinite article, shall have the meaning defined below whenever they are capitalised.
	Processing 
	Any operation or set of operations which is performed on personal data or on sets of personal data, whether or not by automated means, such as collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction.

	Data protection legislation
	Refers to all privacy and personal data legislation, along with any other legislation (including regulations and directives) applicable to the Processing carried out in accordance with this Agreement, including national legislation and EU legislation.

	Controller
	A natural or legal person, public authority, agency or other body which, alone or jointly with others, determines the purposes and means of the Processing of Personal Data. 

	Instruction

	The written instructions that more specifically define the object, duration, type and purpose of Personal Data, as well as the categories of Data Subjects and special requirements that apply to the Processing.

	Log
	A Log is the result of Logging

	Logging
	Logging is a continuous collection of information about the Processing of Personal Data that is performed according to this Agreement and which can be associated with an individual natural person.  

	Processor

	A natural or legal person, public authority, agency or other body which Processes Personal Data on behalf of the Controller.

	Personal Data




	Any information relating to an identified or identifiable natural person; an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person.

	Personal Data Breach

	A breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, Personal Data transmitted, stored or otherwise Processed

	Data Subject
	Natural person whose Personal Data are Processed.

	Third Country

	A state that is not a member of the European Union (EU) or the European Economic Area (EEA).

	Sub Processor
	A natural or legal person, public authority, agency or other body which, in the capacity of subcontractor to the Processor, Processes Personal Data on behalf of the Controller. 
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3.1 The Controller is legally bound to provide access to literature work, as mentioned in the regulation 2010:769, for individuals with such disability that causes reading impairments. The Processor shall, according to the National Library Law (2013:801), offer dedicate help to individuals with such disability, providing costumed technical means and literary material to ensure their free access to information. The Controller is responsible for providing the digital infrastructure for production and loan of media, user administration and grounds for admission to accessible media. The Processor shall use the infrastructure provided to offer the necessary help to users, register users for loan, edit users account and identifications, when necessary, as well as to order and download accessible media. 

3.2 Through this Agreement, the Instructions and a list of possible Sub Processors (hereafter jointly referred to as “the Agreement”), the Controller regulates Processor’sProcessing of Personal Data on behalf of the Controller. The aim of the Agreement is to safeguard the freedoms and rights of the Data Subject during Processing, in accordance with what is stipulated in Article 28(3) of the General Data Protection Regulation (EU) 2016/679 (“GDPR”). 

3.3 When this Agreement is one of several contractual documents comprising another agreement, the other agreement is referred to as the “Main Agreement” in this Agreement. 

3.4 In the event that anything stipulated in items 1, 16, 17, 18.2, 19–22 of this Agreement is regulated otherwise in the Main Agreement, the Main Agreement shall take priority.

3.5 Any reference in this Agreement to national or union legislation refers to the provisions applicable at any given time. 
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The Controller hereby appoints the Processor to carry out Processing on behalf of the Controller, pursuant to the provisions of this Agreement. 

4.2 The Controller shall give written Instructions to the Processor as to how the Processor shall carry out the Processing. 

4.3. The Processor may only perform the Processing in accordance with this Agreement and the Instructions applicable at any given time. 



[bookmark: _Toc104813226]5. OBLIGATIONS OF THE CONTROLLER

[bookmark: _Hlk26352657]5.1 The Controller undertakes to ensure that there is a legal basis for the Processing at all times, and to issue correct instructions so that the Processor and any Sub Processors can carry out their duties in accordance with this Agreement and the Main Agreement, where applicable. 

5.2 The Controller undertakes to inform the Processor without undue delay of any changes in the Processing that may affect the Processor’s obligations pursuant to the Data Protection Legislation.

5.3 The Controller is responsible for informing Data Subjects of the Processing and to safeguard the rights of Data Subjects in accordance with the Data Protection Legislation, as well as to take every other measure required of the Controller pursuant to the Data Protection Legislation.



[bookmark: _Toc104813227]6. OBLIGATIONS OF THE PROCESSOR

6.1 The Processor undertakes to only perform the Processing in accordance with this Agreement and the Instructions and to comply with the Data Protection Legislation. The Processor also undertakes to stay informed of currently applicable laws and regulations in this area. 

6.2 The Processor shall take measures to protect the Personal Data against all kinds of Processing that is not in compliance with this Agreement, the Instructions and the Data Protection Legislation. 

6.3 The Processor undertakes to ensure that all natural persons who work under its supervision comply with this Agreement and the Instructions, and that these natural persons are informed about relevant legislation.

6.4 At the request of the Controller, the Processor shall assist the former in ensuring compliance with the obligations pursuant to Articles 32–36 of GDPR, and shall respond to requests regarding the exercise of Data Subjects’ rights pursuant to Chapter III of GDPR, taking into consideration the type of Processing and the information available to the Processor. 

6.5 In the event that the Processor finds the Instructions to be unclear, in violation of the Data Protection Legislation or non-existent, and the Processor is of the opinion that new or supplementary Instructions are necessary in order to fulfil its undertakings, the Processor shall inform the Controller of this without delay, temporarily suspend the Processing and await new Instructions. 

6.6 In the event the Controller provided the Processor with new or amended Instructions, the Processor shall inform the Controller, without undue delay after receiving them, whether the implementation of the new Instructions will entail any changed costs for the Processor. 
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7.1 The Processor is obligated to take all technical and organisational security measures required by the Data Protection Legislation in order to prevent Personal Data Breaches, by ensuring that the Processing complies with the requirements of GDPR and that the rights of the Data Subjects are protected. 

7.2 The Processor shall continuously ensure that the technical and organisational security relating to the Processing maintains an appropriate level of confidentiality, integrity, availability and resilience. 

7.3 Any future or modified requirements for protective measures coming from the Controller once the Parties have entered this Agreement shall be considered new Instructions in accordance with this Agreement.

7.4 The Processor shall use an authorisation control system to allow access to the Personal Data only for such natural persons who work under the supervision of the Processor and who need such access in order to perform their duties.  

7.5 The Processor undertakes to continuously Log access to the Personal Data pursuant to this Agreement, to the extent required according to the Instruction. Logs may not be purged until at least five (5) years after the time of Logging, unless otherwise specified in the Instruction. Logs shall be subject to the necessary protective measures pursuant to the Data Protection Legislation.  

7.6 The Processor shall systematically test, examine and evaluate the effectiveness of the technical and organisational measures that are intended to ensure the security of the Processing. 


[bookmark: _Toc104813229]8. SECRECY/DUTY OF CONFIDENTIALITY

8.1 The Processor and all natural persons who work under its supervision shall observe both secrecy and the duty of confidentiality during Processing. Personal Data may not be used or disseminated for other purposes, neither directly or indirectly, unless otherwise agreed.  

8.2. The Processor is required to ensure that all natural persons working under its supervision who participate in the Processing are bound by a confidentiality agreement regarding the Processing. However, this is not required if those persons are already subject to a statutory duty of confidentiality with criminal liability. The Processor also undertakes to ensure that there is a confidentiality agreement with its Sub Processor, as well as between the Sub Processor and all natural persons working under its supervision who participate in the Processing

8.3 The Processor shall immediately inform the Controller of any contacts with the supervisory authority regarding the Processing. The Processor shall not be entitled to represent the Controller or act on behalf of the Controller vis-à-vis supervisory authorities in matters relating to the Processing.

8.4 If the Data Subject, supervisory authority or a third party requests information from the Processor regarding the Processing, the Processor shall inform the Controller thereof. Information regarding the Processing may not be divulged to the Data Subject, supervisory authority or third party without the written consent of the Controller, unless the obligation to disclose the information is prescribed by law.  The Processor shall assist in the communication of such information as is the subject of consent or legal requirement. 
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9.1 At the request of the Controller, the Processor shall without undue delay provide information, as part of its undertakings in accordance with Article 28(1) of GDPR, regarding the technical and organisational security measures used to ensure that the Processing complies with the requirements of this Agreement and Article 28(3)(h) of GDPR.

9.2 The Processor must at least once (1) per year review the security of the Processing through a self-monitoring in order to ensure that the Processing complies with the Agreement.  The result of this self-monitoring shall be made available to the Controller upon request

9.3 The Controller has the right to inspect, or to appoint a third party (who must not be a competitor of the Processor) to inspect the Processor’s compliance with the requirements of this Agreement, the Instruction and the Data Protection Legislation. In connection with such inspection, the Processor shall assist the Controller or the person carrying out the inspection on behalf of the Controller, with documentation, access to premises, IT systems and other assets required to verify the Processor’s compliance with this Agreement, the Instructions and the Data Protection Legislation. The Controller shall ensure that the personnel carrying out the inspection are subject to secrecy or duty of confidentiality pursuant to law or contract. 

9.4 The Processor, as an alternative to the provisions of items 9.2–9.3, may offer other approaches to inspection of the Processing, such as inspection by an independent third party. In that case, the Controller shall be entitled, but not obligated, to apply this alternative approach to the inspection. In the event of this kind of inspection, the Processor shall give the Controller or the third party the assistance needed to perform the inspection.

The Processor shall enable the supervisory authority, or other government agency with legal authority, to conduct supervision at the authority’s request and pursuant to the applicable legislation at any given time, even if such an supervision would otherwise violate the provisions of the Agreement.  
[bookmark: _Hlk532315272]
[bookmark: _Hlk532314471]9.6 The Processor shall ensure that the Controller has rights in relation to the Sub Processor which correspond to all the rights that the Controller has in relation to the Processor pursuant to item 9 of the Agreement.  
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10.1 In the event that the Controller has requested a correction or deletion as a result of incorrect Processing by the Processor, the Processor shall take appropriate measures, without undue delay, no later than thirty (30) days from the date on which the Processor received the required information from the Controller. When the Controller has requested deletion, the Processor may only perform Processing of the Personal Data in question as a part of the correction or deletion process.
 
10.2 If technical and organisational measures (e.g. upgrades or troubleshooting) are taken by the Processor with regard to the Processing, and these can be expected to affect the Processing, the Processor shall inform the Controller in writing in accordance with the provisions on notifications set out in Section 19 of the Agreement. This information shall be communicated well in advance of the measures being taken.  
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The Processor shall have the ability to restore availability and access to Personal Data in a timely manner in the event of a physical or technical incident as defined in Article 32(1)(c) of GDPR.

11.2 In considering the nature of the Processing and the information available to the Processor, the Processor undertakes to assist the Controller in fulfilling its obligations in the event of a Personal Data Breach involving the Processing. At the request of the Controller, the Processor shall also assist in investigating suspicions of possible unauthorised Processing of and/or access to Personal Data. 

11.3 In the case of a Personal Data Breach that the Processor has been made aware of, the Processor shall, without undue delay, notify the Controller in writing of the incident. In considering the nature of the Processing and the information available to the Processor, the Processor shall provide the Controller with a written description of the Personal Data Breach. 

The description shall include:
1. The nature of the Personal Data Breach, and, if possible, the categories and the number of Data Subjects affected, as well as the categories and number of personal data items affected,
2. the probable consequences of the Personal Data Breach, and
3. measures that have been taken or proposed, as well as measures to mitigate the potential negative effects of the Personal Data Breach.

11.4 If it is not possible for the Processor to provide the entire description as set out in item 11.3 of the Agreement at the same time, the description may be provided in stages without undue additional delay.
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12.1 The Processor is entitled to hire the Sub Processor(s) listed in the Sub Processor appendix. 

12.2 The Processor undertakes to enter a written agreement with the Sub Processor to regulate the Processing that the Sub Processor carries out on behalf of the Controller and to only hire Sub Processors who provide adequate guarantees to carry out appropriate technical and organisational measures to ensure that the Processing fulfils the requirements of GDPR. When it comes to data protection, such an agreement shall entail the same obligations for the Sub Processor as are set out for the Processor in this Agreement. 
12.3 The Processor is fully responsible in relation to the Controller for any Processing carried out by a Sub Processor. 

12.4 The Processor is entitled to hire new Sub Processors and to replace existing Sub Processors. 

12.5 When the Processor intends to hire a new Sub Processor or replace an existing one, the Processor shall verify the Sub Processor’s capacity and ability to meet their obligations in accordance with the Data Protection Legislation. The Processor shall notify the Controller in writing of 
1. the Sub Processor’s name, corporate identity number and head office (address and country),
2. which type of data and categories of Data Subjects are being processed, and
3. where the Personal Data will be processed.

12.6 The Controller is entitled within thirty (30) days of the notice pursuant to item 12.5 to object to the Processor’s hiring of a new Sub Processor and, due to such an objection, to cancel this Agreement to be terminated in accordance with the provisions of item 17.4 of this Agreement.  
12.7 When the Processor stops using the Sub Processor, the Processor shall notify the Controller in writing that they will no longer be using the Sub Processor. 

12.8 At the Controller’s request, the Processor shall send a copy of the agreement regulating the Sub Processor’s Processing of Personal Data in accordance with item 12.2. 
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13.1 The Processor shall ensure that the Personal Data will be handled and stored within the EU/EEA by a natural or legal person who is established in the EU/EEA, unless the parties to this Agreement agree otherwise.  

13.2 The Processor is only entitled to transfer Personal Data to a Third Country for Processing (e.g. for service, support, maintenance, development, operations or other similar handling) if the Controller has given advance written approval of such transfer and has issued Instructions to this end. 

13.3 Transfer to a Third Country for Processing pursuant to item 13.2 of the Agreement may be carried out only if it complies with the Data Protection Legislation and fulfils the requirements for the Processing set out in this Agreement and the Instructions
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14.1 In the event that compensation for damages in relation to Processing is payable to the Data Subject, through a legally binding judgement or settlement, due to a violation of the Agreement, Instructions and/or applicable provision of the Data Protection Legislation, Article 82 of GDPR is applicable.

14.2 Fines in accordance with Article 83 of GDPR or Chapter 6, Section 2 of the Data Protection Act (2018:218) shall be paid by the party to this Agreement that has been levied such a fee. 

14.3 If either party becomes aware of circumstances that could be detrimental to the other party, the first party shall immediately inform the other party of this and work actively with the other party to prevent and minimise the damage or loss.  

14.4 Notwithstanding any of the provisions of the Main Agreement, items 14.1 and 14.2 of this Agreement take precedence over other rules regarding the allocation between the parties of claims regarding the Processing.



[bookmark: _Toc516134918][bookmark: _Toc104813236]15. CHOICE OF LAW AND DISPUTE RESOLUTION
15.1 Swedish law shall apply to this agreement. Any interpretation or dispute arising from the Agreement which the parties cannot resolve on their own shall be settled by a Swedish general court.
[bookmark: _Toc516134919]
15.2 Legal disputes concerning this Agreement shall primarily be settled outside the Court of Law, by the Processor’s and Controller’s highest representatives.

15.3 Legal disputes concerning this Agreement shall secondarily be referred to Mediation, in accordance with the Mediation Rules for the Arbitration Institute of the Stockholm Chamber of Commerce, unless one or both parties oppose to this, whenever a legal dispute has arisen.

15.4 If a legal dispute concerning this Agreement cannot be resolved pursuant to Section 15.2 or 15.3, the matter shall be referred to the Swedish Government for final decision.
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16.1 This Agreement shall enter into force from the time It has been signed by both parties and until further notice. Either party has the right to terminate the Agreement after thirty (30) days’ written notice.

16.2 This Agreement supersedes any prior Data Process Agreement between the Processor and the Controller.
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[bookmark: _Hlk531938189]17.1 Each party to the Agreement shall be entitled to invoke a renegotiation of the Agreement if there is a major change of the ownership of the other party or if applicable legislation or interpretation thereof changes in a way that significantly affects the Processing. The invoking of a renegotiation pursuant to the first sentence does not mean that any part of the Agreement will cease to be in effect, but only means that a renegotiation of the Agreement will commence.

17.2 Additions and amendments to the Agreement must be made in writing and signed by both parties.   

17.3 If either party becomes aware that the other party is acting in violation of the Agreement and/or Instructions, the first party shall inform the other party without delay of the actions in question. The party is then entitled to suspend the performance of its obligations pursuant to the Agreement until such time as the other party has declared that the actions have ceased, and the explanation has been accepted by the party that made the complaint.  

17.4 If the Controller objects to the Processor using a new Sub Processor, pursuant to item 12.6 of this Agreement, the Controller is entitled to terminate the Agreement with immediate effect. 
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18.1 Upon termination of the Agreement, the Controller shall, without undue delay, request that the Processor transfers all Personal Data to the Controller or deletes them, according to the preference of the Controller.  If the Personal Data are transferred, this must take place in an open and standardised format.  “All Personal Data” means all Personal Data that have been the subject of Processing, as well as other related information such as Logs, Instructions, system solutions, descriptions and other documents that the Processor received through an exchange of information pursuant to the Agreement.
18.2 Transfers and deletions pursuant to item 18.1 of the Agreement shall be carried out no later than thirty (30) days from the time notice of termination was given in accordance with item 16.1 of this Agreement.

18.3 Processing performed by the Processor after the time specified in item 18.2 shall be considered unauthorised Processing.

18.4 The provisions regarding secrecy and confidentiality in item 8 of this Agreement shall remain in effect even if the Agreement otherwise ceases to apply.



[bookmark: _Toc104813240][bookmark: _Toc516134921]19. NOTIFICATIONS WITHIN THE PURVIEW OF THIS AGREEMENT AND THE INSTRUCTIONS

[bookmark: _Hlk531948327]19.1 Notifications regarding the Agreement and its administration, including termination, shall be sent to the respective party’s contact person for the Agreement.  

Notifications regarding the parties’ cooperation on data protection, as it applies to the Processing, shall be sent to the respective party’s contact person for the parties’ cooperation on data protection.  

19.3 Notifications within the purview of the Agreement and Instructions shall be sent in writing. A notification shall be considered to have been received by the addressee no later than one (1) working day after the notification has been sent. 
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20.1 Each party shall appoint one contact person for the Agreement 

20.2 Each party shall appoint one contact person for the parties’ data protection collaboration. 
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21.1 Each party is responsible for ensuring that the information provided in item 1 of the Agreement is up to date. Changes to the information in item 1 shall be communicated in writing pursuant to item 19.1 of the Agreement.  
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22.1 This Agreement can be produced either in digital format for electronic signing, or in paper format for signing in ink.  If the Agreement is provided in digital format, items 22.2–22.3 will be deleted.

22.2 Signature of the Controller

Malmö		2022-08-24



……………………………………………………………………………………………………….
Magnus Larsson, Director General

22.3 Signature of the Processor

Place		Date (year-month-day)


……………………………………………………………………………………………………….
Signature


……………………………………………………………………………………………………….
Name in block letters
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